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u.s. Department of Justice Exhibit A to Registration Statement

Washington, dc 20530 Pursuant to the Foreign Agents Registration Act of
1938, as amended

INSTRUCTIONS. Furnish this exhibit for EACH foreign principal listed in an initial statement and for EACH additional foreign principal acquired 

subsequently. The filing of this document requires the payment of a filing fee as set forth in Rule (d)(1), 28 C.F.R. § 5.5(d)(1). Compliance is 
accomplished by filing an electronic Exhibit A form at https://www.fara.gov.

Privacy Act Statement. The filing of this document is required by the Foreign Agents Registration Act of 1938, as amended, 22 U.S.C. § 611 er seq., 
for the purposes of registration under the Act and public disclosure. Provision of the information requested is mandatory, and failure to provide this 
information is subject to the penalty and enforcement provisions established in Section 8 of the Act. Every registration statement, short form 
registration statement, supplemental statement, exhibit, amendment, copy of informational materials or other document or information filed with the 
Attorney General under this Act is a public record open to public examination, inspection and copying during the posted business hours of the 
FARA Unit in Washington, DC. Statements are also available online at the FARA Unit’s webpage: https://www.fara.gov. One copy of every such 
document, other than informational materials, is automatically provided to the Secretary of State pursuant to Section 6(b) of the Act, and copies of 
any and all documents are routinely made available to other agencies, departments and Congress pursuant to Section 6(c) of the Act. The Attorney 
General also transmits a semi-annual report to Congress on the administration of the Act which lists the names of all agents registered under the Act 
and the foreign principals they represent. This report is available to the public in print and online at: https://www.fara.gov.

Public Reporting Burden. Public reporting burden for this collection of information is estimated to average .22 hours per response, including the 
time for reviewing instructions, searching existing data sources, gathering and maintaining the data needed, and completing and reviewing the 
collection of information. Send comments regarding this burden estimate or any other aspect of this collection of information, including suggestions 
for reducing this burden to Chief, FARA Unit, Counterintelligence and Export Control Section, National Security Division, U.S. Department of 
Justice, Washington, DC 20530; and to the Office of Information and Regulatory Affairs, Office of Management and Budget, Washington, DC 20503.

2. Registration Number

6743

3. Primary Address of Registrant

2050 M Street, N.W., Washington, DC 20036

1. Name of Registrant

Paul Hastings LLP

5. Address of Foreign Principal

NSO Group, 16 Galgaley Ha Plada Street 
Herzelia, Israel 
ISRAEL 4672216

6. Country/Region Represented

4. Name of Foreign Principal

NSO Group

7. Indicate whether the foreign principal is one of the following:

□ Government of a foreign country1

□ Foreign political party

E Foreign or domestic organization: If either, check one of the following:

□ Partnership □ Committee

E Corporation □ Voluntary group

□ Association □ Other (specify)

□ Individual-State nationality _________________________________________

8. If the foreign principal is a foreign government, state:

a) Branch or agency represented by the registrant

b) Name and title of official with whom registrant engages

1 "Government of a foreign country," as defined in Section 1(e) of the Act, includes any person or group of persons exercising sovereign de facto or de jure political jurisdiction 

over any country, other than the United States, or over any part of such country, and includes any subdivision of any such group and any group or agency to which sitch sovereign de 

facto or de jure authority or functions are directly or indirectly delegated. Sitch term shall include any faction or body of insurgents within a country assuming to exercise 

governmental authority whether such faction or body of insurgents has or has not been recognized by the United States.
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9. If the foreign principal is a foreign political party, state:

a) Name and title of official with whom registrant engages

b) Aim, mission or objective of foreign political party

10. If the foreign principal is not a foreign government or a foreign political party: 

a) State the nature of the business or activity of this foreign principal.

NSO Group develops technology to help government agencies detect and prevent terrorism and crime.

b) Is this foreign principal:

Supervised by a foreign government, foreign political party, or other foreign principal 

Owned by a foreign government, foreign political party, or other foreign principal 

Directed by a foreign government, foreign political party, or other foreign principal 

Controlled by a foreign government, foreign political party, or other foreign principal 

Financed by a foreign government, foreign political party, or other foreign principal 

Subsidized in part by a foreign government, foreign political party, or other foreign principal

Yes □ No 0 

Yes □ No 0 

Yes □ No 0 

Yes □ No 0 

Yes □ No 0 

Yes □ No 0

11. Explain fully all items answered "Yes" in Item 10(b).

12. If the foreign principal is an organization and is not owned or controlled by a foreign government, foreign political party or other 

foreign principal, state who owns and controls it.

NSO is a privately owned company with a majority holding by Novalpina Capital and minority holding of 
founders and management.
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EXECUTION

In accordance with 28 U.S.C. § 1746, and subject to the penalties of 18 U.S.C. § 1001 and 22 U.S.C. § 618, the undersigned swears or 

affirms imder penalty of perjury that he/she has read the information set forth in this statement filed pursuant to the Foreign Agents 

Registration Act of 1938, as amended, 22 U.S.C. § 611 et seq., that he/she is familiar with the contents thereof, and that such contents 

are in their entirety true and accurate to the best of his/her knowledge and belief.

Date Printed Name Signature

01/24/2022 Scott Flicker /s/Scott Flicker
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EXECUTION

In accordance with 28 U.S.C. § 1746, and subject to the penalties of 18 U.S.C. § 1001 and 22 U.S.C. § 618, the undersigned swears or 

affirms under penalty of perjury that he/she has read the information set forth in this statement filed pursuant to the Foreign Agents 

Registration Act of 1938, as amended, 22 U.S.C. § 611 et seq., that he/she is familiar with the contents thereof, and that such contents 

are in their entirety true and accurate to the best of his/her knowledge and belief.

Date Printed Name

/// /(St. /^rc^r<^yC_

Signature
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u.s. Department of Justice Exhibit B to Registration Statement

Washington, dc 20530 Pursuant to the Foreign Agents Registration Act of
1938, as amended

INSTRUCTIONS. A registrant must furnish as an Exhibit B copies of each written agreement and the terms and conditions of each oral agr eement 
with his foreign principal, including all modifications of such agreements, or, where no contract exists, a full statement of all the circumstances by 
reason of which the registrant is acting as an agent of a foreign principal. Compliance is accomplished by filing an electronic Exhibit B form at 
https://www.fara.gov.

Privacy Act Statement. The filing of this document is required for the Foreign Agents Registration Act of 1938, as amended, 22 U.S.C. § 611 er seq., 
for the purposes of registration under the Act and public disclosure. Provision of the information requested is mandatory, and failure to provide 
the information is subject to the penalty and enforcement provisions established in Section 8 of the Act. Every registration statement, short form 
registration statement, supplemental statement, exhibit, amendment, copy of informational materials or other document or information filed with the 
Attorney General under this Act is a public record open to public examination, inspection and copying during the posted business hours of the 
FARA Unit in Washington, DC. Statements are also available online at the FARA Unit’s webpage: https://www.fara.gov. One copy of every such 
document, other than informational materials, is automatically provided to the Secretary of State pursuant to Section 6(b) of the Act, and copies of 
any and all documents are routinely made available to other agencies, departments and Congress pursuant to Section 6(c) of the Act. The Attorney 
General also transmits a semi-annual report to Congress on the administration of the Act which lists the names of all agents registered under the Act 
and the foreign principals they represent. This report is available to the public in print and online at: https://www.fara.gov

Public Reporting Burden. Public reporting burden for this collection of information is estimated to average .32 hours per response, including the 
tune for reviewing instructions, searching existing data sources, gathering and maintaining the data needed, and completing and reviewing the 
collection of information. Send comments regarding this burden estimate or any other aspect of this collection of information, including suggestions 
for reducing this burden to Chief, FARA Unit, Counterintelligence and Export Control Section, National Security Division, U.S. Department of 
Justice, Washington, DC 20530; and to the Office of Information and Regulatory Affairs, Office of Management and Budget, Washington, DC 20503.

1. Name of Registrant 
Paul Hastings LLP

2. Registration Number
6743

3. Name of Foreign Principal

NSO Group

Check Appropriate Box:

4. 0 The agreement between the registrant and the above-named foreign principal is a formal written contract. If this box is

checked, attach a copy of the contract to this exhibit.

5. □ There is no fomial written contract between the registrant and the foreign prmcipal. The agreement with the above-named

foreign principal has resulted from an exchange of correspondence. If this box is checked, attach a copy of all pertinent 

correspondence, including a copy of any initial proposal which has been adopted by reference in such correspondence.

6. □ The agreement or understanding between the registrant and the foreign prmcipal is the result of neither a formal written

contract nor an exchange of correspondence between the parties. If this box is checked, give a complete description below of 

the terms and conditions of the oral agreement or understanding, its duration, the fees and expenses, if any, to be received.

7. What is the date of the contract or agreement with the foreign principal? 01/07/2022

8. Describe fully the nature and method of performance of the above indicated agreement or understanding.

Provide legal advice and support for engagements with business partners, government officials, and other 
stakeholders about NSO's technology.
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9. Describe fully the activities the registrant engages in or proposes to engage in on behalf of the above foreign principal.

Provide legal advice and support for engagements with business partners, government officials, and other 
stakeholders about NSO's technology.

10. Will the activities on behalf of the above foreign principal include political activities as defined in Section l(o) of the Act1. 

Yes 0 No □

If yes, describe all such political activities indicating, among other things, the relations, interests or policies to be influenced 

together with the means to be employed to achieve this purpose. The response must include, but not be limited to, activities 

involving lobbying, promotion, perception management, public relations, economic development, and preparation and 

dissemination of infomiational materials.

Provide legal advice and support for engagements with business partners, government officials, and other 
stakeholders about NSO's technology.

11. Prior to the date of registration2 for this foreign principal has the registrant engaged in any registrable activities, such as political 

activities, for this foreign principal?

Yes H No □

If yes, describe in full detail all such activities. The response should include, among other things, the relations, interests, and 

policies sought to be influenced and the means employed to achieve this purpose. If the registrant arranged, sponsored, or 

delivered speeches, lectures, social media, internet postings, or media broadcasts, give details as to dates, places of delivery, 

names of speakers, and subject matter. The response must also include, but not be limited to, activities involving lobbying, 

promotion, perception management, public relations, economic development, and preparation and dissemination of 

informational materials.

Set forth below a general description of the registrant's activities, including political activities.

The registrant sent a letter to Acting Assistant Secretary of State Lisa Peterson on January 7, 2022 
offering to engage with her office to share the processes NSO has developed and industry standards NSO has 
sought to embed, to help prevent serious human rights abuses.

Set forth below in the required detail the registrant's political activities. 

Date Contact Method
01/07/2022 Lisa Peterson, Acting Letter

Assistant Secretary of 
State, Bureau of 
Democracy, Human 
Rights, and Labor

Purpose
Offer to engage with her office to share 
the processes NSO has developed and 
industry standards NSO has sought to 
embed, to help prevent serious human 
rights abuses.
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12. During the period beginning 60 days prior to the obligation to register1 * 3 for this foreign principal, has the registrant received from 

the foreign principal, or from any other source, for or in the interests of the foreign principal, any contributions, income, money, 

or thing of value either as compensation, or for disbursement, or otherwise?

Yes 0 No □

If yes, set forth below in the required detail an account of such monies or things of value.

Date Received From Whom Purpose Amount/Thing of Value

See
Appendix
for
Response

13. During the period beginning 60 days prior to the obligation to register4 for this foreign principal, has the registrant disbursed or 

expended monies in comiection with activity on behalf of the foreign principal or transmitted monies to the foreign principal?

Yes □ No 0

If yes, set forth below in the required detail and separately an account of such monies, including monies transmitted, if any. 

Date Recipient Purpose Amount

1 "Political activity," as defined in Section l(o) of the Act, means any activity which the person engaging in believes will, or that the person intends to. in any way influence
any agency or official of the Government of the United States or any section of the public within the United States with reference to formulating, adopting, or changing the

domestic or foreign policies of the United States or with reference to the political or public interests, policies, or relations of a government of a foreign country or a foreign 
political party.

2,3,4 Pursuant to Section 2(a) of the Act, an agent must register within ten days of becoming an agent, and before acting as such.
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EXECUTION

In accordance with 28 U.S.C. § 1746, and subject to the penalties of 18 U.S.C. § 1001 and 22 U.S.C. § 618, the undersigned swears or 

affirms under penalty of perjury that he/she has read the information set forth in this statement filed pursuant to the Foreign Agents 

Registration Act of 1938, as amended, 22 U.S.C. § 611 et seq., that he/she is familiar with the contents thereof, and that such contents 

are in their entirety true and accurate to the best of his/her knowledge and belief.

Date Prmted Name Signature

01/24/2022 Scott Flicker /s/Scott Flicker
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EXECUTION

In accordance with 28 U.S.C. § 1746, and subject to the penalties of 18 U.S.C. § 1001 and 22 U.S.C. § 618, the undersigned swears or 

affirms under penalty of perjury that he/she has read the information set forth in this statement filed pursuant to the Foreign Agents 

Registration Act of 1938, as amended, 22 U.S.C. § 611 et seq., that he/she is familiar with the contents thereof, and that such contents 

are in their entirety true and accurate to the best of his/her knowledge and belief.

Date Printed Name

/// /(St. /^rc^r<^yC_

Signature
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Appendix

Response to Item 12

Item 12: During the period beginning 60 days prior to the obligation to register for this foreign principal, has the registrant 

received from the foreign principal, or from any other source, for or in the interests of the foreign principal, any contributions, 

income, money, or thing of value either as compensation, or for disbursement, or otherwise? If yes, set forth below in the 

required detail an account of such monies or things of value.

Date
Received

From Whom Purpose Amount/Thing of 
Value

01/07/2022 NSO Group Non-registrable legal and advisory services. ♦During the period 
beginning 60 days 
prior to the 
obligation to 
register for this 
foreign principal, 
the registrant has 
performed
nonregistrable legal 
and advisory 
services on behalf 
of the foreign 
principal, billed on 
an hourly basis and 
payment for which 
has not yet been 
received.
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PAUL
HASTINGS

1(202)551-1858
timothydickinson@paulhastings.com

January 7, 2022

Shmuel Sunray, General Counsel 
NSO Group
ShmuelS@nsoqroup.com

Re: Paul Hastings’ Representation of NSO Group

Dear Mr. Sunray:

We are very appreciative that NSO Group (“NSO,” “Client,” “you” and “your”) has selected Paul Hastings 
LLP (the “Firm,” “we” and “our”) to represent you in connection with providing legal advice and support for 
engagements with business partners, government officials, and other stakeholders about NSO’s 
technology (the “Matter”). This letter and the attached Terms of Retention set forth the terms of our 
engagement for this matter.

Scope of Services. The scope of the services we have agreed to provide is limited to the specific matter 
described above. We will endeavor to keep you informed of the progress of your matter and respond to 
your inquiries. You agree to provide us with complete and accurate information and timely apprise us of 
developments that may affect our representation of you. Unless otherwise agreed in writing, our services 
will not include any business, investment, tax, insurance or accounting advice, any investigation into the 
character or credit status of persons or entities with whom you do business or engage, any litigation or 
appeal, any evaluation of whether insurance is available to you, whether your matter should be tendered 
to any insurance carrier, or whether you may have claims against any third party or the validity of any 
such claims.

Fees and Expenses. NSO will pay the Firm a flat fee of Ten Thousand ($10,000) Dollars per month. The 
Client agrees to remit payment within thirty (30) days of receiving a billing statement. We also will invoice 
you for ancillary services and expenses. Please refer to the section on Billing and Expenses in the 
attached Terms of Retention for additional details.

Fee Disputes and Arbitration. We encourage our clients to raise questions promptly about any billing 
matters. You agree to review our statements and raise any questions or concerns within 30 days of 
receipt. If you object to a portion of the charges on a statement, you agree to pay the remaining charges 
promptly, which will not constitute a waiver of your objection. If there is a disagreement about a billing 
issue, we will work with you to try to reach an amicable resolution. If we are unable to reach a resolution, 
you agree to have the dispute resolved exclusively by entering into arbitration before the District of 
Columbia Bar Attorney Client Arbitration Board (“ACAB”), in accordance with the rules established by the 
ACAB. Information about the arbitration process and a copy of the ACAB rules are available online at 
www.dcbar.org and from the ACAB staff by calling (202) 737-4700, ext. 3216. The ACAB provides 
counseling to clients regarding its rules and the effects of agreeing to arbitration. We encourage you to 
consult with the ACAB and independent counsel regarding the implications of agreeing to arbitrate fee 
disputes.

Confirmation of Agreement. To memorialize our understanding, please sign and return the enclosed copy 
of this letter. Your signature confirms that this letter, including the attached Terms of Retention, 
accurately sets forth all of the terms of our engagement and is approved and accepted by Client.

Paul Hastings LLP I 2050 M Street, N.W. I Washington, DC 20036 
t: +1.202.551.1700 I www.paulhastings.com
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PAUL

HASTI NGS

January 7, 2022 
Page 2

However, please note that your continuing to work with us on this matter will constitute acceptance of the 
terms set forth herein.

We are pleased to have the opportunity to represent you.

Very truly yours,

Timothy Dickinson

Agreed to this___day of
Shmuel Sunray, General Counsel 
Authorized to sign on behalf of NSO Group
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PAUL
HASTI NGS

January 7, 2022 
Page 3

Paul Hastings LLP Terms of Retention

The following provisions will apply to the relationship between Paul Hastings LLP, including its affiliates
(the “Firm” and “we”), and the Client(s) (“you” and “your”), as identified in the accompanying letter
agreement:

1. Client Identity. The Firm agrees to represent you and only you in connection with the matters for 
which we are engaged and, unless otherwise agreed in the attached letter or in a later writing, we will 
not represent or form an attorney-client relationship with any person or entity related to you, including
(i) any officer, director, employee or agent; (ii) any parent, subsidiary or other affiliate; (iii) any entity of 
which you are a partner or member; (iv) any shareholders, partners, members, or other related 
interests; (v) any fund or account that you manage; or (vi) any of your insurers (when we represent a 
party in defending a claim covered by insurance, we represent the insured, not the insurer, even 
though we may be approved, selected or paid by the insurer).

2. No Guarantee of Outcome. We do not and cannot guarantee the outcome in any matter or the 
effectiveness of any recommended course of action. Any statements in this regard are expressions 
of opinion, and are not promises or guarantees.

3. Non-Binding Estimates. The Firm understands the importance of the budgeting process, and we 
will accommodate reasonable requests to prepare budgets and estimates. However, budgets and 
estimates are by their nature inexact and shall not be binding.

4. Billing and Expenses. The Firm will invoice you for ancillary services and expenses such as 
photocopying, scanning, messenger and courier services, court reporter services, filing fees, online or 
computerized research, litigation support service, document processing, facsimile, postage, printing, 
secretarial or administrative overtime, travel related expenses, parking and similar expenses, whether 
internal or paid to third parties. Charges for ancillary services are typically based on the Firm’s out-of- 
pocket cost, a consideration of the market price and customary charges of other providers, or some 
combination of these factors, and may exceed the actual cost of such services. If a matter requires 
the services of a third party (e.g., experts, consultants, mediators, e-discovery vendors), you agree to 
pay such third parties directly whether they are retained by the Firm on your behalf or by you directly. 
However, if the Firm assumes an obligation or makes payment on your behalf, you agree to promptly 
reimburse the Firm and indemnify the Firm for its payment and other obligations and liabilities related 
thereto. If the matter necessitates a substantial expenditure on your behalf, we may require that you 
pay the expense directly or that you pay the funds to the Firm before the expense is incurred or paid. 
All payments may be sent directly to our lockbox at Paul Hastings LLP, P.O. Box 894803, Los 
Angeles, CA 90189-4803, or via ACH or wire in accordance with the instructions provided on each 
billing statement. The Firm reserves the right to charge a late fee of 1% per month on all sums that 
are not paid within 30 days of presentation of our billing statement. 5

5. Advance Payments. The Firm may require an advance payment before working on this matter or 
any other matter that we agree to handle. Unless otherwise agreed, all advance payments shall be 
deemed to be advances on attorneys’ fees and shall not constitute advances for costs. Where 
permitted, the Firm may maintain such advance fee payments in a general account. The amount of 
this advance payment does not represent our estimate of the total charges that may be incurred, but 
is only a partial advance payment. You understand that the amount of work that we may need to
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Page 4

perform may exceed our current expectations. The Firm reserves its right, as a condition to the 
provision of further services, to require an advance payment, if none has previously been provided, or 
an additional advance payment. Any charges not covered by the advance payment are due and 
payable directly by you on receipt of each monthly statement. At the conclusion of our 
representation, any portion of any advance payment which has not been used to pay outstanding 
invoices will be refunded to you.

With respect to litigation matters, arbitration and other adversarial proceedings, such matters are 
often time-consuming and expensive. We may require an advance payment in an amount to be 
determined based on an estimate of the magnitude of service and expenditures that will likely be 
involved. If you fail to provide this additional advance payment within 30 days after it is requested by 
us, you agree that we have the right to discontinue our representation to the extent legally 
permissible.

6. Our Firm Privilege. From time to time issues arise that raise questions concerning our professional 
duties. You agree that attorneys and staff working on your matter may consult with lawyers at the 
Firm or other counsel with respect to professional responsibilities, ethical obligations and related 
matters. You further agree that those consultations will be protected by the Firm’s own attorney-client 
privilege and will not be part of your client file.

7. Confidentiality of Client Information. The Firm takes seriously its obligation to protect the 
confidentiality of client information. It is possible that through the representation of a client, we have 
or will obtain information that may be of interest or material to another client, but which our ethical 
obligations prevent us from sharing. You agree that the Firm is not obligated to disclose to you or use 
on your behalf any confidential information obtained through representing other clients. You also 
agree that you will not assert that the Firm has breached any duty to you or has any conflict of 
interest based on the possession of such information.

8. Waiver of Prospective Conflicts. Because we represent a large number of clients in a wide variety 
of legal matters, it is possible that we will be asked to represent a client whose interests are actually 
or potentially adverse to your interests in matters that may include, without limitation, mergers, 
acquisitions, financing, restructuring, bankruptcy, litigation, or administrative, rulemaking or regulatory 
proceedings. We may also be asked to serve a subpoena or take other discovery of you on behalf of 
another client. In particular, the Firm has established relationships with clients engaged in [describe 
businesses of clients most likely to be adverse to this client, if known, or state “a business in your 
industry or a related industry”] and may have represented such clients in connection with various 
aspects of their business, including, without limitation, [describe representations relevant to the client 
providing an informed waiver or state “mergers, acquisitions, financing, restructuring, bankruptcy, 
litigation, or administrative, rulemaking or regulatory proceedings.”]

In any of these circumstances, we agree that we will not undertake any such representation if it is 
substantially related to a matter in which we have represented you. If the other representation is not 
substantially related to a matter in which we have represented you, however, then you agree to our 
accepting such representation and you waive any resulting actual or potential conflicts of interests 
that may arise, provided that (1) our effective representation of you and the discharge of our 
professional responsibilities to you are not prejudiced by our undertaking the other representation;
(2) we protect your confidential information and implement ethical walls as necessary to screen the
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lawyers working on the other representation from involvement in your matters, and vice versa; and
(3) the other client has consented to and waived potential and actual conflicts of interest.

In deciding whether to waive the conflicts described herein, you should consider the potential risks 
(e.g., that the Firm could be less zealous in our representation of you, favor the interests of another 
client over yours, or use your confidential information in a manner adverse to your interests). We 
would not accept a representation if we believed these issues posed a material risk, because we 
understand our role as advocates in particular matters, we take our obligations to each of our clients 
seriously, and we have established policies and procedures to protect our clients. Nevertheless, 
these are issues that you should consider for yourself and on which we encourage you to seek advice 
from independent counsel. By signing this letter, you consent to and waive the conflicts set forth 
herein and agree that for purposes of this waiver, your signature binds you and all subsidiaries, 
affiliates, and agents you are authorized to bind. You also agree that you have been advised to seek 
advice from independent counsel with respect to this waiver, and have been given the opportunity to 
do so.

If for any reason, your consent and waiver of potential conflicts is not effective in specific 
circumstances, you consent to our resignation from our representation of you and agree to support a 
motion, if filed by us, to withdraw from our representation of you if resignation at that time is otherwise 
permissible under applicable professional rules. In that case, you would need to engage, at your 
expense, new counsel to represent your interests.

9. Client and Firm Records. During the course of the engagement, the Firm will maintain a file that 
may include correspondence, agreements, filings, disclosures, pleadings, transcripts, exhibits, 
evidence, reports, and other items related to our engagement (the “Client File”). You are entitled to 
obtain the Client File upon providing reasonable notice, subject to the Firm’s right to maintain a copy, 
at our expense. Unless precluded by applicable law including rules of professional responsibility, you 
agree that the Firm’s accounting and administrative records, time and expense records, internal e- 
mail communications, attorney work product and other materials prepared for internal use are not part 
of the Client File and shall be and remain the property of the Firm, and that you have no right to such 
materials. If we agree to transfer, destroy or return information to you in a manner that is not in 
accordance with these Terms of Retention or our general internal policies or practices, you agree to 
pay the additional cost of doing so at an hourly rate of $250.

You agree that, upon request, you will take possession of any and all original contracts, wills, stock 
certificates, and other such important documents that may be in the Client File, and that we shall 
have no further responsibility with regard to such documents. Generally, the Firm keeps Client Files 
for at least seven (7) years after the conclusion of an engagement. You agree that, unless you 
instruct us otherwise in writing, we may destroy the Client File after seven (7) years from the date on 
which time was last billed to the matter.

10. Conclusion of Representation. You have the right to terminate our services at any time, subject to 
court approval if required. Likewise, subject to applicable ethical rules, the Firm has the right to 
terminate its representation of you if you fail to pay our invoices in a timely manner, your lack of 
cooperation renders it unreasonably difficult to effectively represent you, continued representation 
would be unlawful or unethical, or for any other reason. Upon conclusion of our representation, 
except as expressly agreed in writing, the Firm shall have no further obligation to advise you with
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respect to any issues relating to any matter for which the Firm was engaged, including monitoring 
dockets or calendars, filing documents (including judgments, liens and recording abstracts), or 
informing you of deadlines, changes in the law, or other developments. The fact that we may inform 
you of developments in the law that may be of interest to you is a courtesy and will not create or 
continue an attorney-client relationship.

Our engagement on any specific matter will conclude at the earlier of the completion of our work on 
such matter or upon termination of our representation by you or the Firm. In the event that Firm 
attorneys have performed no work on your behalf for a period of six (6) consecutive months, you 
agree that our attorney-client relationship is terminated as of the last date our attorneys performed 
legal services on your behalf, unless otherwise agreed in writing. Flowever, you will remain obligated 
to pay for services rendered and costs or expenses paid or incurred on your behalf before the 
termination or which are reasonably necessary thereafter. You also agree to cooperate with us by 
performing any acts necessary to effect termination, including executing and filing any documents 
necessary to relieve us from further obligations (e.g., substitution of attorney).

11. Consent to Electronic Communications and Media. In order to maximize our efficiency and 
facilitate communication and collaboration with you, we use a variety of electronic communication 
methods, devices and media including, but not limited to, email, document transfer by computer, 
mobile phones, tablets, cloud storage and such other devices and media which may develop in the 
future. The Firm supports email encryption in transit using industry standard TLS encryption for both 
inbound and outbound email messages. If you prefer that emails between our organizations are 
subject to mandatory encryption, we can work with your email administrator to establish such a 
protocol. The Firm endeavors to use reasonable security measures consistent with applicable law, 
including our ethical obligations, and appropriate to the sensitivity of the information. However, no 
electronic medium is without risk. Your acceptance of these Terms of Retention constitutes consent 
to the use of these electronic communication devices and media, and acceptance of the risks that 
they entail.

12. Data Protection - Global. We will collect, process, store and transfer all personally identifying 
information disclosed to us by or on behalf of you in compliance with relevant data protection laws 
and regulations and for the purposes set out in our Global Privacy Statement (available at 
www.paulhastings.com) or as otherwise permitted or required by applicable law. You acknowledge 
and agree that we may collect, process, store and transfer personally identifying information within 
our Firm at any of our offices and affiliates around the globe and to agents and third parties retained 
by us, together with their successors and assigns, in accordance with relevant data protection laws 
and regulations as set out in our Global Privacy Statement. You also agree to notify the Firm in 
writing if you are subject to any other law that requires special treatment of data. After receiving such 
notification, we will discuss with you how we might assist you in complying with such law.

13. Data Protection - EEA and Switzerland.
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(a) Unless otherwise expressly provided, when our services require us to collect or process 
Personal Data1 (1) in the European Economic Area (EEA) (which in this provision shall include 
the United Kingdom, regardless of “Brexit”) or Switzerland or (2) belonging to a resident of the 
EEA or Switzerland, you (including, for purposes of this provision, any subsidiaries and affiliates) 
agree to the terms of this agreement with regard to the processing of that data.

(b) The Firm treats all Personal Data received within or from the EEA or Switzerland or relating 
to persons located in those jurisdictions in accordance with GDPR and the legislation 
implementing GDPR in EEA member states (or, in the case of Switzerland, with its equivalent 
legislation).

(c) Taking into account the state of the art, the costs of implementation and the nature, scope, 
context and purposes of processing as well as the risk of varying likelihood and severity for the 
rights and freedoms of natural persons, we will, in relation to Personal Data, implement 
appropriate technical and organizational measures to ensure a level of security appropriate to 
that risk, including, as appropriate, the measures referred to in Article 32(1) of GDPR.

(d) We will act only on your instructions in relation to any Personal Data that we process on your 
behalf or at your direction, including, with regard to transfers of Personal Data, to a third country 
or an international organization, unless otherwise required by law. In such cases, we will inform 
you of such legal requirement before processing unless disclosure is prohibited under applicable 
law. We may use any Personal Data (including Sensitive Personal Data) that we Process on 
your behalf primarily for the provision of legal services to you and for related purposes including: 
(1) updating and enhancing client records and improving our ability to provide you with legal 
services; (2) statutory returns; and (3) legal and regulatory compliance.

In relation to Personal Data transferred to us by you or at your direction, you agree that we may 
transfer Personal Data (including Sensitive Personal Data) outside of the EEA or Switzerland to 
the United States or other locations around the world in which we have offices or business 
operations. Paul Hastings LLP has joined the Privacy Shield Framework by self-certifying to the 
Department of Commerce and publicly committing to comply with the Privacy Shield Framework’s 
requirements. The Firm also has executed Data Transfer Agreements, which include the 
Standard Contractual Clauses, approved under Directive 95/46/EC (as it may be amended or 
modified), between its EEA offices and each of our global offices outside of the EEA, as well as 
with all sub-processors where applicable. You also agree that we may provide Personal Data 
(including Sensitive Personal Data) to third parties as required to fulfill our engagement (e g., to 
other professional advisers and expert witnesses), regardless of where they are located. You can 
access our Privacy Shield notice at:
https://www.privacvshield.qov/participant?id=a2zt0000000TQYRAA4Y.

1 “Personal Data” and any other defined terms that appear in this provision that are not expressly defined 
shall have the meaning provided in the General Data Protection Regulation (“GDPR”), (EU) 2016/679. 
References to “Personal Data” and other defined terms as they relate to Switzerland shall have the 
meanings ascribed to them in the Swiss Federal Data Protection Act, and references to “GDPR” in the 
context of Switzerland (i.e., to Personal Data processed or relating to persons in Switzerland) shall be 
understood to refer to that Act.
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(e) In relation to Personal Data, where practicable, we will assist you, by using appropriate 
technical and organizational measures, in fulfilling your obligations as the Data Controller to 
respond to requests for exercising the data subject’s rights laid down in GDPR, Articles 12-23.

(f) For the purposes of vendors, suppliers, or other third parties we may engage as sub
processors of Personal Data:

(i) We will require those sub-processors to adhere to the requirements of Article 32 of 
the GDPR regarding the security of processing.

(ii) A list of sub-processors who support our operations and may process Personal Data 
is available on request or via our website at www.paulhastinqs.com/subprocessors. 
You consent to our use of these sub-processors and acknowledge that this list may 
be updated from time to time. If you object to a sub-processor, we will work with you 
in good faith to address the objection.

(iii) In the event that we engage a new sub-processor specifically and principally for the 
purpose of supporting your matters, we will provide you advance notice and an 
opportunity to object.

(g) Upon your request, and subject to and in accordance with applicable laws, we will delete or 
return to you all Personal Data.

(h) We will notify you without undue delay if we become aware of any breach affecting your 
Personal Data, in an attempt to provide you with sufficient information to allow you to meet any 
obligations to report or inform data subjects or the appropriate Data Protection Authority of the 
Personal Information breach under applicable data protection laws.

14. Market Abuse Directive. You agree to notify the Firm in writing if you are subject to the European 
Union's Market Abuse Directive 2003/6/EC (the “Directive”) and the legislation implementing the 
Directive in EU member states, and require the Firm to maintain an insider list for your matter. Upon 
such notice, we will prepare and maintain a list of those persons working for the Firm who have 
access to certain inside information by virtue of our representation of you. If you have any questions 
relating to such list or any other issues, please contact the partner who signed the accompanying 
letter agreement.

15. Related Proceedings and Matters. If, as a result of our representation of you, we are asked to 
respond to subpoenas or other discovery, provide testimony, or otherwise participate in a related 
proceeding or matter, you agree to compensate us for resulting costs, including, without limitation, 
compensation for our time at the hourly billing rate of the individuals involved.

16. Indemnification in Third-Party Actions. In addition to any rights that we may have at common law 
or otherwise including, but not limited to, any right of contribution, you agree to indemnify and hold 
harmless the Firm and each current, former and future partner, associate, employee, or agent of the 
Firm (the “Firm Indemnitees”), to the fullest extent permitted by law, including applicable rules of 
professional conduct and other regulations governing lawyers, from and against all claims, suits, 
proceedings, or investigations asserted by a third party related to, arising out of or in connection with
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our representation of you or, at your request, any of your affiliates (“Third-Party Claim”). Your 
obligation to indemnify the Firm Indemnitees against a Third-Party Claim shall include any resulting 
liabilities, damages, losses, fees, costs and expenses (including fees, costs and expenses of outside 
counsel to the Firm Indemnitees and compensation for the time spent by attorneys at the Firm in 
connection with defending such Third-Party Claim at the hourly billing rate for the particular 
individuals involved) (collectively, the “Losses”). You further agree to reimburse the Firm Indemnitees 
for all Losses as they are incurred in connection with investigating, preparing, pursuing or defending 
against any threatened or pending Third-Party Claim, whether or not such Firm Indemnitee is a formal 
party to any such Third-Party Claim. The Firm shall have the right to control the defense of any Third- 
Party Claim including, but not limited to, the selection of defense counsel and determination of 
whether or not to enter into any settlement or consent to the entry of any judgment against the Firm 
Indemnitees.

Notwithstanding the foregoing, we agree that you will not be responsible for any Losses incurred by 
any Firm Indemnitee as a result of any Third-Party Claim if such Losses are determined in a final, 
non-appealable judgment by a court or other tribunal of competent jurisdiction to be the result of the 
professional malpractice, gross negligence or willful misconduct of the Firm Indemnitee seeking 
indemnification hereunder. Nothing in this provision shall be interpreted to limit or exclude liability for 
our professional malpractice where prohibited by law or applicable ethical rules.

17. Disclosure of Client Relationship. The Firm is honored to represent you and would like to identify 
you as a Firm client in public relations and other promotional materials. By signing the accompanying 
letter agreement, you agree that the Firm can, without revealing any privileged or non-public 
information, disclose your name and the general nature of the representation for public relations and 
promotional purposes.

18. Entire Agreement. Except for written or oral consents and waivers of actual or potential conflicts of 
interest, the accompanying letter agreement and these Terms of Retention supersede all other prior 
and contemporaneous written and oral agreements and understandings and contain the entire 
agreement between you and the Firm. The accompanying letter agreement and these Terms of 
Retention may be modified only by subsequent written agreement between you and the Firm that 
expressly states that it is modifying the accompanying letter agreement and these Terms of 
Retention. You acknowledge that no promises have been made to you other than those stated in the 
accompanying letter agreement and these Terms of Retention.

19. Severability. If any section or portion of the accompanying letter agreement and these Terms of 
Retention is determined by any court or arbitrator to be illegal, invalid or unenforceable, such section 
or portion shall be deemed stricken and the remaining terms shall not be affected.
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